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CAC KHOA TAP HUAN
S& Thong tin & Truyén thong

THOI
STT TEN KHOA HQOC GIAN GHI CHU
(gi0)
NHOM LANH DAO
1. An ninh thong tin cho lanh dao 20
NHOM CHUYEN VIEN CNTT
2. Thiét ké cai dat mang 40
3 Quan tr1 hé thé)ng mang voi Windows Server 20
' 2016
4 An toan - An ninh va Bao mét thong tin R0
) (Hacker mii trang)
An toan - An ninh va Bdo mat thong tin
5. A A 80
Chuyén sau
Computer Hacking & Forensic Investigation Chuong trinh
(Diéu tra to1 pham may tinh) dao tao Qudc
6. 290 |t (Aptech An
b§ cap ching
nhan)
7. | Phap y mdy tinh (Forensic Investigation) 220
Boi dudng kién thirc vé Cach mang cong
8. A 16
nghi¢p 4.0
9. Béo mat tng dung Web 28
NHOM CAN BO
10. | An toan, an ninh thong tin cho moi nguoi 24
1 K¥ nang st dung may tinh cho can bg, cong 24
" | chire, vién chirc
12. | Xt ly céc sy co thong dung trén may tinh 24
13. | Thiét ké d6 hoa cho quang cao 66
14. | Nhiép anh s6 va Xu ly anh hau ky 48
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1. An ninh thong tin cho 1anh dao
> Doi twong: lanh dao phu trach CNTT cac S¢ Ban Nganh, Quan, Huy¢n.
» Muc tiéu:

Nang cao kién thirc vé an toan an ninh thong tin cho 1anh dao phu trach CNTT
cua don vi.

Xay dung cac Co quan, don vi ddm bdo an toan an ninh thong tin phu hop véi
Luat An ninh mang 2018.

» Thoi gian: 20 gio
> Kién thirc dat dworc:

Giup lanh dao nam bat dugc cac van dé€ mang tinh vi mo va c6 cach nhin tong
thé v€ van d¢ An toan, an ninh thong tin.

Nam bat dugc cach tiép can hé thong dé gidi quyét van dé cua don vi dam bao
An toan, an ninh thong tin.

C6 duogc quan di€ém chién lugc nhat quan trong xu ly cac tinh huong, dua ra
quyét dinh cho cac van dé vé An toan, an ninh thong tin.

Hiéu va thi hanh luat an ninh mang;

= Quy dinh chung vé luat an ninh mang.

= Phd bién kién thirc va ning cao nhan thirc vé an ninh mang.

* Trach nhi€m cia co quan, td churc va ca nhan d6i véi luat an ninh mang
= Phat trién ngudn nhan lyc an ninh mang.

= Trién khai hoat dong va cong tac an ninh mang cho don vi.

2. Thiét ké cai dit mang

> D6i twong: Quan tri mang, chuyén vién phu trach CNTT céc don vi.

» Muc tiéu:

Cap nhat kién thuc vé mang cho chuyén vién phu trach CNTT cac don vi.

» Thoi gian: 40 gio
> Kién thirc dat dworc:

Cung cap kién thirc vé mang va hé thong.
Thiét ké, xay dung va xir 1y su ¢d vé mang.
Cai dat cac hé diéu hanh va phﬁn mém.

Xtr 1y su ¢d va phuc hdi hé thong mdy tinh.

Quan tri, sao Iuu va phuc hoi dit liéu trén may tinh.
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3.  Quan tri hé thong mang véi Windows Server 2016
> P6i twong: Quan tri mang, chuyén vién phu trach CNTT cac don vi.
» Muc tiéu:

- Cap nhat kién thirc vé quan tri mang va cac dich vu mang cho chuyén vién phu
trach CNTT cac don vi.

» Thoi gian: 80 gio
> Kién thirc dat duoc:
- Putrinh d6 dé van hanh hé théng mang theo md hinh domain.
- Xay dung quy trinh quan tri hé thong theo nhu cau ciia don vi.
- Hoach dinh tai nguyén va céac dich vu can cung cip cho hé thong.
- Cai dat, cAu hinh va quan tri cac dich vu mang trén Windows Server 2016.

- Quan tri, sao lyu va phuc hoi hé thong.

4. An toan - An ninh va Bio mit thong tin (Hacker mii tring)
> DOoi twong: Quan tri mang, chuyén vién phu trach CNTT céc don vi.
» Muc tiéu:

- Xay dyng ngudn nhan luc vé An toan - An ninh va Bao mat thong tin cho
tinh/ thanh pho.

- Cap nhat kién thirc v& An toan - An ninh va Béo mat thong tin cho chuyén
vién phu trach CNTT cac don vi.

» Thoi gian: 80 gio
> Kién thirc dat duwoc:

- Dao tao kién thirc vé An toan — An ninh va Bao mat thong tin cho cac chuyén
vién hé thong.

- Phuong phap xac dinh cac 16 hong bao mat trén hé théng va phuong phap
khac phuc.

- Hiéu 3 cac phuong phap tan cong hé thdng dé xdy dung hé thdng phong thu.

- Cach thirc xac dinh va khac phuc su c6 sau khi bi tan cong.

5. Antoan - An ninh va Bio mat thong tin Chuyén sau
> Doi twong: Quan tri mang, chuyén vién phu trach CNTT céc don vi.
» Muc tiéu:

- Xay dyng ngudn nhan luc vé An toan - An ninh va Bao mat thong tin cho
tinh/ thanh pho.

- Cap nhat kién thirc v& An toan - An ninh va Béo mat thong tin cho chuyén
vién phu trach CNTT céc don vi.

» Thai gian: 80 gio
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> Kién thirc dat dworc:

Dao tao chuyén siu vé An toan, An ninh thong tin.

Cung cip cac giai phap dé xay dung hé théng an toan va phat hién sém dau
hi€u tan cong.

Céc giai phap xir Iy nhanh va phuc hoi hé thdng khi bi tin cong.

6. Computer Hacking Forensic Investigation (Dleu tra t0i pham may tinh):
Chuwong trinh dao tao Quéc té, do Aptech An Dj cip chirng nhan.

> DOoi twong: Quan tri mang, chuyén vién phu trach CNTT céc don vi.
» Muc tiéu:

X4y dung ngudn nhan luc vé An toan - An ninh va Bao mat thong tin cho
tinh/ thanh pho.

bao tao Chuyén sau cho doi ngli An ninh thong tin (Pac biét luc luong phan
ung nhanh vé An ninh mang)

» Thoi gian: 290 gio
> Kién thirc dat dworc:

Noi dung khoa hoc dugc thiét ké bai Aptech — td chirc dao tao vé CNTT cua
An Do.

Dao tao ngudn nhan lyc thong tin chat lwong cao vé an toan va an ninh théng
tin.

Dao tao ddi ngti phan tng nhanh trong viéc phong chong va khac phuc céc sy
cO an ninh mang.

Doi ngt giang vién: co nhiéu kinh nghiém trong phat trién céac du an phan
mém, an toan va an ninh thong tin, duge dao tao bai ban va dugce cap chimg
nhan chuyén mon boi cac t6 chirc hang dau trong linh vuc CNTT trong va
ngoai nuoc.

7. Phap y may tinh (Forensic Investigation)
> Doi twong: CCVC phu trach CNTT cac S6 Ban Nganh, Quén, Huyén.
» Muc tiéu:

Cung cap cho hoc vién cac kién thirc vé dinh tuyén trén nén thiét bi CISCO.

Khoa hoc dao tao kién thirc nang cao vé An toan, an ninh thong tin, chinh sach
an toan bao mat thong tin vdi nguoi dung; Bao mat mang; Panh gia an toan hé
thong mang bao gom: quy trinh va cac phwong phap danh gia, 16 hong, quéan ly
quyén truy cap, quan ly hé diéu hanh, quan 1y dich vu mang, quan ly tai
nguyén trén cac nén tang Windows, Linux.

Céc k¥ ning can thiét dé nhan dang nhing dau hiéu ciia ké xam nhap mang
may tinh va tap hop nhiing chimg c& can thiét dé phuc vu cho cong viéc tiép
tuc diéu tra.

No6i dung khoéa hoc duoc thiét ké theo nhu cau thuc té.
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- Dao tao ngudn nhan lyc thong tin chat lugng cao vé an toan va an ninh thong
tin.

- Dao tao d6i ngii phan tmg nhanh trong viéc phong chéng va khic phuc cac su
cd an ninh mang.

» Thai gian: 220 gio

> Kién thirc dat dworc:

- Gi6i thiéu cac k¥ thuat dinh tuyén cin ban, danh gia cic nguy co tim an va
giai phap trén nén thiét bi CISCO.

- Hiéu va véan dung tot cac dang tdn cong khac nhau trén Windows, Linux tir d6
c6 giai phap phong chong hiéu qua.

- Hoc céch thiét ké cac chinh sach va td chie luu trir nham dam bao an toan, an
ninh thong tin ¢ nhiéu mirc d§ khac nhau.

- Van dung duoc nhiéu cong cu hién dai dé tan cong va kiém tra hé théng mang
may tinh.

8. Boi dudng kién thirc vé Cach mang cong nghiép 4.0

> DOoi twong:

- Can bd quan ly cac co quan ban nganh.

- Chuyén vién CNTT, chuyén vién phu trach phat trién cac giai phap thong minh.

» Muc tiéu:

- Khoa hoc tap trung bodi dudng, cap nhat nang cao kién thirc va nhan thic rd rang,
sdu sic hon vé vai tro, tic dong clia cudc cach mang cong nghiép 4.0 ca mit tich
cuc va tiéu cuc ddi voi moi mat cia doi séng xa hoi. Giap cho cac can b 1anh dao
cac s& ban nganh c6 goc nhin tong quan dé c6 thé co cac ké hoach dinh hudng
bam sat v6i thuc té va thich tng voi doi héi cua cach mang cong nghiép 4.0 theo
“Chi thi sb 16/CT-TTg cua Thu twéng Chinh phu : V& viée ting cuong ning luc
tiép can cudc Cach mang coéng nghiép 1an thir 4” ban hanh ngay 04/05/2017.

» Thai gian: 16 gio

> Kién thic dat duoc: i .

- Gitp cho hoc vién hiéu ro6 hon va c6 gdoc nhin tong quan vé cudc cach mang cong
nghiép 4.0 dé c6 thé co cac dinh hudng, giai phap thiét thuc bam sat véi thyc té va
thich ing voi doi héi ciia cach mang cong nghiép 4.0 theo “Chi thi s6 16/CT-TTg
ctia Thi tudng Chinh phi : V& viée tang cudng ning luc tiép can cudc Cach mang
cong nghiép lan thtr 4” ban hanh ngay 04/05/2017 nhiam tin dung toi da cac loi thé
va dong thoi giam thiéu nhitng tac dong tiéu cuc ciia cudc cach mang coéng nghiép
1an thir 4 d6i v6i Viét Nam.

- Hiéu rd hon vé cac cudc cach mang cong nghiép, dic bi¢t 1a cudc cach mang cong

nghi¢p 4.0.

BM06.125/DT/CUSC 1/0 6/9



Céc xu hudng cong nghé phuc vu cho cudc cac mang cong nghi¢p 4.0.
Hién trang va thanh tyu cach mang cong nghiép 4.0 cua cac qudc gia trén thé gidi.

Su cap thiét ciia cach mang cong nghiép 4.0 & Viét Nam.

9. Bdo mat irng dung Web

>

Poi twong:

Hoc vién cokién thirc cin ban vé mang va 1ap trinh.

Chuyén vién phu trach CNTT cua don vi.

Muc tiéu:

Nhaén biét duoc nhitng van dé vé an toan, an ninh cho hé thong img dung Web

Phén tich duoc nguyén nhén va thiét ké giai phap ciing nhu xdy dung cac ting
dung web tir ma ngudn dén hé thong co s¢ dit li€éu mdt cach an toan hon.

Thoi gian: 28 gio

Kién thirc dat dwoc:

Biét duoc cac 161 bao mat trén ing dung web va cach phong chdng.

Tim hiéu Https va cau hinh sir dung trén web server.

Nim duge cac dang tan cong dir liéu va cach han ché 13i bao mét trén cac may chu
dir lidu.

Str dung mot sb phan mém chuyén dung dé quét 151 hé théng.

10. An toan, an ninh thong tin cho moi nguoi

>
>

Poi twong: CCVC cac So Ban Nganh, Quan, Huyén.

Muc tiéu:

- Cung cap cho hoc vién kién thirc vé nhiing nguy co mat di liéu, mét thong tin,
kién thirc vé an toan an ninh thong tin, cung cap nhiing giai phap cu thé trong

viéc bao vé an toan an ninh thong tin bao gdm thong tin ca nhan, email, dién
thoai, mang xa hoi, ...

» Thoi gian: 24 gio
> Kién thirc dat dworc:

- Cung cip phuong phap danh cap thong tin ngudi dung ctia Hacker.

- Khai niém vé an toan an ninh thong tin.

- Kié:n thirc va giai phap bao dam an toan an ninh thong tin cho ngudi dung
cuoi.

- Nim dugc phuong phap dé dam bao an toan, an ninh thong tin.

- Thiét lap céac chinh sach bao mat cho thong tin trén may tinh.

- Thiét 1ap céc chinh sach bao méat cho thong tin cho email ca nhan.

- Thiét lap ché d6 bao mat thong tin trong cac mang xa hoi.
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11.

12.

13.

- Thiét lap ché d6 bao mat thong tin trén thiét bi di dong.
K¥ nang stt dung may tinh cho can bg, cong chirc, vién chire
> Poi twong: Can bo, cong chirc, vién chirc cic s&, ban nganh, huyén va thanh phd.
» Muc tiéu:

- Nang cao trinh d va k¥ nang ing dung CNTT vao cong vién hanh ngay cua
Can by, CCVC.

» Thoi gian: 24 gio
> Kién thirc dat dworc:
- Tb chuc luu trit, bao mat va sao luu dit liéu.
- Bién soan cac van ban hanh chinh.
- Théng ké s6 liéu va trinh bay bao céo.
- Tu bao v¢ va khai thac Internet trong cong viéc.
- Khic phuc mot s6 su cd may tinh thuong gip.
Xir 1y cac sw o thong dung trén may tinh
> D6i twong: Chuyén vién phu trach CNTT céc so, ban nganh, huyén va thanh phé.
» Muc tiéu:
- Hiéu rd céac thanh phﬁn ctia hé diéu hanh;
- Hiéu thong sb k§ thuat cua cic thanh phan phan cing may tinh;

- Nam duogc cac budce lap rap, cai dat, stra chita h¢ thong may tinh;

Van hanh va bao tri cho hé théng may tinh cua don vi.
» Thoi gian: 24 gio
> Kién thirc dat dworc:

- Phén tich, danh gia va dua ra dugc giai phap xur 1y cac su cd, tinh hudng trong
hé thong may tinh va cac thiét bi ngoai vi;

- Phan tich, danh gia duoc hién trang hé théng may tinh, 1ap ké hoach nang cip
hé thong may tinh.

- Nhan dién, chan doén, stra chita may tinh va cac thanh phan, thi€t bi ngoai vi;
- Nhan dién, chan doan va xur ly cac su c6 phan mém may tinh;

- €6 thé tao ban ghost (sao luu) hé diéu hanh, bung ghost (phuc hdi) hé diéu
hanh.

- €6 thé lap rap ning cap cac thiét bi phan cung.
Thiét ké d6 hoa cho quang cao
> Doi twong:
- Can bo, cong chirc, vién chirc lién quan dén linh vuc thiét ké va dam mé thiét ké.
» Muc tiéu:
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Van dung dugc cac nguyén tac cua thict ké do hoa vao thiét ké cac an pham
quang cao.

Céc k¥ ning sir dung phan mém thiét ké, sang tao cac san pham phuc vu cho
quang c4o.

Thoi gian: 66 gio
Kién thirc dat dwoc:
Biét duoc cac nguyén tic co ban cho viéc thiét ké.

Biét dugc dac diém cau tao cua font chir va dac di€ém cua mau sac va cac lugc do
mau.

Biét cach st dung cac cong cu Adobe nhu Illustrator, Photoshop, Corel Draw, va
Indesign.

Van dung cac nguyén tic thiét ké tao cac mau thiét ké phu hop.
Giai thich vé cach chon font chit cling nhu viéc lya chon mau sac.

Vén dung cac cong cu Adobe nhu Illustrator, Photoshop, va Indesign vao thiét ké
san pham quang cdo.

14. Nhiép anh s6 va xir Iy anh hiu ky

>

vV V

Poi twong:

Can b, cong chirc, vién chure lién quan dén linh vuc chup anh, thiét ké va dam mé
chup anh, xtr Iy anh.

Muc tiéu:

Hiéu cin ban vé nhiép anh sb.

Thanh thao cac phan mém xt 1y anh sau chup anh.
Thoi gian: 48 gio

Kién thirc dat dwoc:

Nguoi hoc ¢6 kién thirc cin ban vé nhiép anh, van dung vao thyc té sang tac anh
nghé thuat hoac anh dich vu.

Nguoi hoc c6 du kién thue ve xtr ly anh.

DPé c6 thém thong tin chi tiét xin vui long lién hé:

- TS. Luu Tién Pao
o bién thoai co quan: (0292) 373 1072 (ext 331)
o bién thoai di dong: 0906689317
o Email: ltdao@ctu.edu.vn
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