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LOI MO PAU
Véi chi d& “An toan, an ninh mang Make in Viet Nam — Yéu t then chdt trong
chuyén d6i s6 qudc gia” dién ra vao thang 12/2020, Viét Nam dang hoa vao xu thé chung
ctia nhiéu qudc gia trén thé giéi ddy manh cudc cach mang cong nghiép lan thir tu va qua
trinh Chuyén d6i s6. Vi thé, viéc phat trién ning lwc quéc gia vé an toan, an ninh théng
tin 1a diéu kién tién quyét dé xay dung Chinh phu dién tir, xay dung kinh té sd, phuc vu

hoat dong cua Nha nudc, doanh nghi¢p va nguoi dan.

Cung v6i phat trién ctia mang Internet, tinh hinh mét an ninh mang dang dién bién
phtc tap va xuat hién nhiéu nguy co de doa nghiém trong dén viéc ung dung Cong nghé
Thong tin phuc vu phat trién kinh té x4 hoi va dam bao quéc phong, an ninh. S6 vu tin
cong trén mang va cac vu xAm nhap hé thong cong nghé thong tin nham do tham, truc loi,
pha hoai dir li€u, an cép tai san, canh tranh khong lanh manh va mot s6 vu viéc mat an
toan thong tin s6 khac dang gia ting & muc bao dong vé sb luong, da dang vé hinh thic,

tinh vi vé cong nghé...

Cin ctr vao ndi dung quyét dinh phé duyét “Chuong trinh Chuyén d6i sé Quéc gia
dén nam 2025, dinh huéng dén nam 20307 cta Thi tuéng Chinh pha vao ngay
03/06/2020; Quyét dinh s6 21/QD-TTg, phé duyét dé an “Pao tao va phat trién ngudn
nhan lyc an toan thong tin giai doan 2021-2025” va Quyét dinh phé duyét “Pé an giam
sat an toan thong tin mang d6i v6i hé thdng, dich vu CNTT phuc vu Chinh phu dién tir
dén nam 2020, dinh huéng dén nam 2025” ctia Thu twéng Chinh Phu, Trung tam Céng
nghé Phan mém Pai hoc Can Tho (CUSC) xin giéi thiéu dén quy S&, Ban, Nganh
chuong trinh dio tao Cong nghé Théng tin (CNTT) vé linh virc An toan an ninh thong tin
cho cac dbi tuong 1a 1anh dao, can bg, cong chure, vién chic hién dang cong tac tai cac co

quan, Ban, Nganh thudc linh vuc CNTT va Truyén thong.

Trudce yéu cau cip bach cua xi hoi trong linh vuc dio tao chuyén gia An ninh thng
tin, chung t6i xay dung chuong trinh dao tao nham dinh huéng cho ngudi hoc vira ¢6 ki
nang dap ung duoc yéu cau cua cong nghé hién dai vira c6 kién thic nén tang cho phép

tiép tuc nang cao va mé rong kién thirc nham thich tng v6i nhu cau vé an ninh thong tin.

Ngoai ra, ndi dung dao tao con chu trong dén viéc bao mat hé théng trén nhiéu nén tang
khéc nhau tr may chu, hé théng thong tin ctia don vi dén bao mat khong gian mang, bao

mat 10T, va bdo mat dién todn dam may (Cloud). Nguoi hoc dugce trang bi kién thirc nén
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tang dé co thé tham du céac ky thi ldy chtng chi qubc té cua cac tap doan cong nghé 16n
nhu: Ching chi CCNA (Cisco Certified Network Associate), Ethical Hacking, Piéu
tra toi pham may tinh — CHFI ciia EC Council, chirng chi Aptech ciia An Dj.

Trung tim Cong nghé Phin mém Pai hoc Can Tho tin rang su hop tac gitta Quy So
va Trung tdm s& gop phan boi dudng va dio tao nhan luc chuyén nghiép trong linh vuc

An toan an ninh thong tin cia tinh/ thanh trong thoi gian tdi.
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I.  NHOM 1: AN NINH, BAO MAT THONG TIN (SECURITY)

1. Antoan, an ninh théng tin cho mei nguoi

> DOoi twong:
- Hoc vién c¢6 kién thirc co ban tin hoc va quan tam dén van dé an ninh mang.
- Nhiing nguoi yéu thich Cong nghé Thong tin (CNTT).

» Muc tiéu:

~ Cung cép cho hoc vién kién thirc vé nhitng nguy co mat dir liéu, mat thong tin,
kién thtrc vé an toan an ninh thong tin, cung cip nhitng giai phap cu thé trong
viéc bao vé an toan an ninh thong tin bao gém thong tin c4 nhan, email, dién

thoai, mang xa hoi,...

~ Thiét lap céac chinh sach bao mat cho thong tin trén mdy tinh, cac chinh sach
bao mat cho thong tin cho email ca nhén, tai khoan mang xa hoi va ché d6 bao

mat thong tin trén thiét bi di dong.
» Thai gian: 32 gio
> Kién thirc dat duoc:

~ Chuong trinh duoc xay dung pht hop v6i nhu cau thyc té theo thong tu cia Bo
Thong tin va Truyén thong vé ddy manh an toan an ninh théng tin cho nguoi

dung cubi va cho don vi.
— Cung cap cac kién thie vé cach thirc hacker sir dung dé danh cip thong tin.

~ Pua ra cac giai phap cu thé cho timg truong hop dé dam bao an toan an ninh

thong tin.

~ Cung cach cac budc thiét 1ap bao mat thong tin trong cac tinh hudng cu thé:

thong tin cd nhan, email, di¢n thoai, mang xa hdi,...
2. Nhan thirc vé Tiéu chuan 1SO: 27001
> Doi twong:
~ Can bo cua t6 chirc nam trong pham vi trién khai ciia hé thong quan Iy ANTT

- Dénh gia vién, nhiing nguoi muon hi€u day du vé qua trinh thuc hién hé thong

quan 1y an ninh thong tin
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» Muc tiéu:

~ Hiéu phuong phap trién khai hé thong an toan thong tin (ISMS) theo ISO/ IEC
27001:2013

~ Tang sy hiéu biét toan dién vé cac khai niém, tiéu chuan, phuong phap va k¥
thuat can thiét cho viéc quan 1y hiéu qua ctia mot hé théng quan Iy an toan

thong tin

- Hiéu mo1 quan h¢ gitra cac thanh phan ciia mot h¢ thong quan ly an ninh thong
tin, bao gom ca quan 1y rui ro, ki€ém soat va tuan thu cac yéu cau cua cac bén

lién quan khac nhau cua to chic

- C6 dugc chuyén mon can thiét dé hd tro t6 churc trong vi¢c thuc hién, quan 1y
va duy tri mot hé thong ISMS theo quy dinh tai tiéu chuan ISO/ IEC
27001:2013

~ Nam duoc nhing yéu cau/ diéu khoan co ban cua tiéu chuan
~ Budc dau nhan biét va xac dinh dugc nhitng tai san thong tin ctia T6 chic noi
minh dang lam viéc ciing nhu cach thitc phong tranh, chdp nhan va xir 1y rii ro
gdy ra boi sy 10 ri va phé vo thong tin
— Phat trién kién thirc va k¥ ning can thiét dé tu van cho céc t6 chirc vé thuc
hanh tot nhat trong viéc quan 1y an toan thong tin
» Thai gian: 24 gio
> Kién thirc dat dworc:

~ Khoa hoc dugc xay dung dua trén nhu cau thuc té caa co quan/doanh nghiép.
~ Chuong trinh mang dén cho hoc vién khéi luong Kién thirc day da dé hoc vién
tu tin 1am viéc trong nhimg moi truong chuyén nghiép nhat, co kién thuc

chuyén sau vé:

1. Panh gia ndi bo ISO 27001

2. Xay dung chinh sach An toan thong tin

3. Bao mat hé thong may chu

4. Trién khai an toan thong tin cho doanh nghiép, t6 chirc

5. Duy tri hé théng Quan 1y An ninh thong tin
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— Hoc vién duoc hoc va thuc hanh dua trén céc tinh hudng that dé tich liy duoc
kinh nghiém thuc té.
~ Giang vién c6 kinh nghiém trong quan tri va dam bao an ninh cua hé thong

mang.
3. Phan tich ma ddc co ban (Basic malware analysis)
> Doi twong:
Cong chure, vién chuce, cac don vi phu trach CNTT tai:
~ S6 Théng tin va Truyén thong
~ Trung tdm Cong nghé Thong tin va Truyén thong
- Uy ban Nhan dan tinh
- Van phong Tinh uy
- Cac S¢ ban nganh tinh
- Uy ban Nhan dan huyén, thi xa, thanh phé
- Phong Vian héa Thong tin huyén, thi xa, thanh phé
~ Céac co quan Pang; T chirc chinh tri - x4 hoi
» Muc tiéu:

~ Cung cip cac kién thirc tong quat vé cach thirc nhin dién va phéan loai
Malware.

~ Cung cap cac kién thirc chuyén siu vé nén tang cta hé diéu hanh, cic thanh
phan phan cting mdy tinh, mot s6 16 hong va cach thirc Malware 1ay nhiém véao
hé théng dua trén nhimng 16 hong trén

~ Cung cip cac kién thuc chi tiét vé thu thudt dugc Malware sir dung dé bao vé
ban than, chong lai cac chuong trinh diét Virus cling nhu cac hoat dong phan
tich va dich nguoc Malware.

~ Cung cép chi tiét cdc phuong phap, cong cu va ki thuat phan tich, phat hién
Malware nhu so trung chit ki, kiém tra trong méi truong ao hoa, kiém tra bing

Model Checking, static analysis, dynamic analys va phuong phap lai ghép.

- Xaéc dinh phuong an, cach thuc xur Iy ma ddc hai.
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» Thoi gian: 32 gio

> Kién thirc dat dworc:

Noi dung khda hoc duoc thiét ké theo nhu cau thuc té.

Chuong trinh duoc xay dung phi hop véi chuan sir dung CNTT nang cao theo
thong tu ctia Bo Thong tin va Truyén théng vé manh an toan an ninh thng tin
cho ngudi dung cudi va cho don vi.

Cung cap cac kién thuc vé cach thirc hacker sir dung dé danh cap thdng tin.
Dua ra cac giai phap cu thé cho timg truong hop dé dam bao an toan an ninh
théng tin.

Cung cach cac budc thiét 1ap bao mat théng tin trong cac tinh hudng cu thé:

thong tin ca nhan, email, dién thoai, mang x& hai,...

4. Phan tich ma ddc ning cao (Advanced malware analysis)

> Doi twong:

Cong chure, vién churce, cac don vi phu trach CNTT tai:

S Thong tin va Truyén thong

Trung tdm Céng nghé Thong tin va Truyén thong
Uy ban Nhan dan tinh

Van phong Tinh uy

Céc S¢ ban nganh tinh

Uy ban Nhan dan huyén, thi x4, thanh pho

Phong Vian héa Thong tin huyén, thi xa, thanh phé

Céc co quan bang; T6 chuc chinh tri - xa hoi

» Muc tiéu:

Cung cap cac kién thuc téng quat vé cach thc nhan dién va phan loai
Malware.

Cung cip cac kién thirc chuyén sau vé nén tang ctia hé diéu hanh, cac thanh
phan phan cing mdy tinh, mot s6 16 hong va cach thirc Malware 1ay nhiém vao

hé théng dua trén nhirng 16 hong trén.
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- Cung cép céc kién thuc chi tiét vé thu thuat duoc Malware sit dung dé bao vé
ban than, chong lai cac chuong trinh diét Virus ciing nhu cac hoat dong phan

tich va dich nguoc Malware.

— Cung cép chi tiét cac phuong phap, céng cu va ki thuat phan tich, phat hién
Malware nhu so trung chir ki, kiém tra trong moi truong do hoa, kiém tra bang

Model Checking, static analysis, dynamic analys va phuong phép lai ghép.
- Xac dinh phuong an, cach thue xir Iy ma doc hai.
» Thoi gian: 40 gio
> Kién thirc dat dworc:

— Noi dung khoa hoc duoc thiét ké theo nhu cau thuc té.

~ Chuong trinh dugc xay dung pht hop vai chuan st dung CNTT néang cao theo
thong tu ctia Bo Thong tin va Truyén théng vé manh an toan an ninh thng tin
cho ngudi ding cudi va cho don vi.

~ Cung cap cac kién thuc vé cach thirc hacker sir dung dé danh cap thdng tin.

~ Pua ra cac giai phap cu thé cho timg trudng hop dé dam bao an toan an ninh
théng tin.

~ Cung cach cac budc thiét 1ap bao mat théng tin trong céc tinh huéng cu thé:
thong tin ca nhan, email, dién thoai, mang x& hai,...

5. Antoan an ninh va bao mat théng tin
> Doi twong:
- Hoc vién c6 kién thirc vé quan trj mang.
- Ut tién cac hoc vién c6 nén tang co ban vé Hacking.
» Muc tiéu:

- Khoa hoc giup cho hgc vién c6 thé nam ving kién thuc vé tan cong mang,
phuong phap kiém tra xam nhap, phat hién cac tan cong dang dién ra, cach

phong chdng va khic phuc cic sy ¢b vé an ninh thong tin.

~ Nim bit ciac phuong phap tin cong hé théng, ky thuat gidu tin
(steganography), cac kiéu tin cong an tin (steganalysis attacks) va tim hiéu vé

k¥ thuat x6a dau vét (covering tracks)
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~ Cung cip cac kién thirc vé tin cong mang phd bién (DDOS, XSS, ...), kha
ning kiém tra xAm nhdp, phan tich ton thwong cia hé théng va phuc hoi hé

thong sau tan cong.

- Tim hiéu vé cac loai tan cong Webserver khac nhau, cling nhu cic phuong

phap tin cong va cach phong chbng.

— Thyec hién cac phan tich 15 hong bao mat dé xac dinh 15 hong trong hé thong
ctia doanh nghiép, ciing nhu su truyén tin trong co s ha ting hay hé thong dau
cudi

~ Tim hiéu vé cac méi nguy hai khac nhau ddi voi nén tang IoT va hoc cach bao
vé céc thiét bi IoT an toan

> Thoi gian: 40 gio
> Kién thirc dat dwoc:
Sau khi hoan thanh khéa hoc, hoc vién c6 du kha nang:

- Trang bi kién thirc nén tang vé cac cach thuc tan cong cua Hacker va lam chu

cac k¥ thuat tdn cong nang cao.

~ Nhan dién, x4ac dinh nguyén nhan, cach thitc xdm nhép trai phép hé thong
mang co quan/doanh nghiép dé tir 46 danh gia toan dién nhat vé tinh hinh an

toan an ninh thong tin cua co quan/doanh nghiép.

- Lam quen céc ky thuat vé thim do va quét hé théng va cac ung dung/dich vy
van hanh bén trong chung, qua d6 xac dinh dugc cac thanh phan dé bi tong

thuong cling nhu cac 161 tiém an.

— Hiéu duoc cac hoat dong kiém tra thim nhap, bao gém kiém dinh bén trong va

kiém dinh bén ngoai (Ap dung cho céc kiém dinh vién hé théng).
~  Biét duoc cac cac phuong phép sao luu va phuc hdi hé thong sau tin cong.
- S dung SSL trong chung thuc cac ung dung mang: HTTPS, FTPS,...
6. Diéu tra tdi pham may tinh (Computer Hacking and Forensic Investigation)
> DOoi twong:
Cong chure, vién chuce, cac don vi phu trach CNTT tai:

~ S6 Théng tin va Truyén thong
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~  Trung tdm Cong nghé Thong tin va Truyén thong

- Uy ban Nhan dan tinh

- Van phong Tinh uy

- Cac So ban nganh tinh

~ Uy ban Nhan dan huyén, thi xa, thanh phé

— Phong Vin hoa Thong tin huyén, thi x4, thanh phd

~ Céc co quan Pang; T6 chirc chinh tri - x4 hoi

» Muc tiéu:

~ Hiéu va van dung t6t cac dang tin cong khac nhau trén Windows, Linux tir d6
c6 giai phap phong chdng hiéu qua.

— Hoc cach thiét ké cac chinh sach va to chirc luu trir nhim dam bao an ninh
thong tin & nhiéu muc do khac nhau.

- Van dung dugc nhi€u cong cu hién dai dé tan cong va ki€m tra hé thong mang

may tinh.

~ Nam bat cac chi dé vé diéu tra phap 1y, trai nghiém thuc hanh véi cac ky thuat
diéu tra phap 1y khac nhau cling nhu cac cong cu tiéu chuan phap 1y can thiét
dé thanh cong trong viéc thuc hién diéu tra may tinh va tién hanh truy vét toi
pham mang
~ Céc cach thuc dé tim kiém va thu thip cac thong tin lién quan dén ching cir
(chain-of-custody), luu gitt va bao toan ching ctr dé phan tich va bao cao bang
chtng s6
» Thoi gian: 40 gio
> Kién thirc dat dworc:
~ Noi dung khoa hoc dugc thiét ké theo nhu cau thyc té.
~ Pao tao ngudn nhan lyc théng tin chat lugng cao vé an toan va an ninh théng
tin
- Pao tao d6i ngil phan wng nhanh trong viéc phong chng va khic phuc cac su
¢b an ninh mang.

7. Nhan thirc va trién khai chuyén ddi 1Pv6
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> Doi twong:
Cong chure, vién chure, cac don vi phu trach CNTT tai:
— S6 Thong tin va Truyén thong
~ Trung tdm Cong nghé Thong tin va Truyén thong
- Uy ban Nhan dan tinh
- Van phong Tinh uy
— Céc S6 ban nganh tinh
- Uy ban Nhan dan huyén, thi xa, thanh ph6
— Phong Vin hoa Thong tin huyén, thi xa, thanh phd
~ Céc co quan Pang; T chirc chinh tri - x4 hoi

» Muc tiéu:

- Cung cap cho hoc vién céac kién thirc co ban vé nhén thirc su can thiét cho viéc

chuyén d6i IPv4 sang IPV6.
— Hiéu biét duoc hoat dong cua giao thirc IPv6.

~ Nam bat sy thay d6i cong nghé IPv4/IPv6 trong sy phat trién Internet trong
tuong lai. Ttr 46 dua ra duoc ké hoach chinh sach 16 trinh ap dung chuyén do6i

phu hop cho don vi minh.
» Thoi gian: 24 gio
> Kién thirc dat duwoc:

~ Nam bat cac van dé hién trang, quy dinh chinh sach vé IPv6; nam bat cong
nghé chuyén d6i IPv6 cho Trung tam tich hop dit liéu, kich hoat chuyén d6i
IPv6 Cong thong tin dién ti, Cong dich vu cong, hé théng DN, ...
~ Xay dung ké hoach, quy hoach va trién khai mang IPv6 pht hop cho don vi
caa minh.
8. Phan tich giam sat van hanh trung tdm an ninh (SOC)
> Doi twong:

Cong churce, vién chirc, cac don vi phu trach CNTT tai:

~ S6 Théng tin va Truyén thong
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~ Trung tdm Cong nghé Thong tin va Truyén thong
- Uy ban Nhan dan tinh
- Van phong Tinh uy
- Cac S¢ ban nganh tinh
~ Uy ban Nhan dan huyén, thi x4, thanh phé
— Phong Vin hoa Thong tin huyén, thi x4, thanh phd
~ Céc co quan Pang; T6 chirc chinh tri - x4 hoi
» Muc tiéu:

~ Cung cap cho hoc vién cac kién thuc kién thtc tong quan vé Trung tdm van
hanh an ninh an toan thong tin (SOC) va cach van hanh SOC
— Hiéu biét co ban va kién thuc chuyén sau vé cac moi de doa bao mat, cac cude
tan cong, 16 héng bao mat, hanh vi cua ké tn cong, chudi tiéu diét mang, v.v.
~ (6 thé giam sat va phan tich nhat ky va canh béo tir nhiéu cong nghé khéc
nhau trén nhiéu nén tang (IDS / IPS, bao vé diém cubi, may cha va may tram).
~ C6 kién thirc vé quan tri cac giai phap SIEM (Splunk / AlienVault / OSSIM /
ELK).
- Hiéu kién trac, trién khai va tinh chinh cac giai phap SIEM (Splunk /
AlienVault / OSSIM / ELK).
» Thai gian: 32 gio
> Kién thirc dat dworc:
~ Nam rd md hinh t6 chirc cia SOC va nhan dién duogc cac kién thic, ki ning
can thiét cho mdi vi tri trong SOC
~ Nam bat cac kién thire lién quan dén viéc giam sat, canh béo, quan 1y su ¢ An
toan thdng tin va cach thirc tng ¢ khi 6 su ¢b xay ra
- Xay dung cac kich ban, qui trinh trong giam sat An toan théng tin va thuc hanh

trién khai giai phap SIEM ngudn mo.
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II. NHOM 2: QUAN TRI MANG THEO CONG NGHE MICROSOFT
9. Quan tri hé théng mang véi Windows Server 2019 (Windows Server 2019

Administration)

> Doi twong:

Hoc vién c6 kién thirc co ban vé tin hoc.

Nhitng nguoi yéu thich Cong nghé Thong tin.

» Muc tiéu:

Cung cip cho hoc vién kién thic vé hé thong Windows Server 2019. Tir d6
gitip hoc vién quan tri hiéu qua hé théng mang va xay dung co s& ha ting

mang cho doanh nghi€p va co quan nha nuéec.

Cung cap kién thirc nén tang vé Windows Server 2019, nim viing cac nguyén
tac hoat dong, cac yéu cau, cac bude trong trién khai hé théng mang doanh
nghiép, co quan nha nudc Va ¢6 kién thirc viing chac dé thi cac chung chi cua

Microsoft.

» Thai gian: 40 gio

> Kién thirc dat duwoc:

Thiét ké va cai dat mang hé thong mang theo céng nghé Microsoft

Quan tri tai nguyén cua hé thong mang.

Trién khai cac dich vu trén hé thong mang nhu: Web, FTP, DHCP, AD CS,...
Trién khai cac chinh sach bao mat cho hé théng mang.

Phan tich va tim 16i, khic phuc 16i, danh gia va tdi wu hoa hoat dong cua h¢
thong mang.

Cung cép cho hoc vién kién thirc vé phat hién va khéc phuc cac 16i bao mat
qua cac vi du va thue hanh cu thé.

Cung cép kién thirc vé nén tang 4o héa Hyper-V va k¥ niang trong viéc cu
hinh va quan tri hé thong 4o hoa.

Cung cap kién thirc va ky nang trong viéc cau hinh va quan tri Windows Azure

AD.
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10. Ao héa véi Windows Server Hyper-V (Server Virtualization with Window

Server Hyper-V)

> Poi twong:

Cong chure, vién chure, cac don vi phu trach CNTT tai:

S Thong tin va Truyén thong

Trung tdm Céng nghé Thong tin va Truyén thong
Uy ban Nhan dan tinh

Van phong Tinh uy

Céc So ban nganh tinh

Uy ban Nhan déan huyén, thi x4, thanh ph

Phong Vin hoa Thong tin huyén, thi x4, thanh ph

Céc co quan bang; T6 chuc chinh tri - xa hoi

» Muc tiéu:

Mot trong nhirng cong nghé phat trién nhanh chong va dugc trién khai rong rii
nhat hién nay 1a 40 hoa mdy chii. Nhiéu co quan t6 chirc dd nhén ra viéc tiét
kiém chi phi tir viéc trién khai cac may chul 40 hoa va cac chuyén vién hé thong
trién khai va quan 1y d6i voi cac hé thong 4o hoa.

Ngay cang c6 nhiéu to chirc trién khai a0 hoa may tinh dé ban, tng dung va
mang. Tham chi con cé nhiing 191 ich bado mat cua 4o hoa khoi phuc tham hoa
dé dang hon, cac diém kiém soat duy nhat trén nhiéu hé théng, quyén truy cap
dwra trén vai tro ciing nhu kha ning kiém tra va ghi nhat ky bd sung cho cac co

s& ha tang 16m.

» Thoi gian: 40 gio

> Kién thirc dat dwoc:

Cung cap cho hoc vién céc kién thirc vé 4o héa may chu

Khoa hoc dao tao kién thirc nang cao vé xay dung h¢ thong 4o hoa trén nén

Microsoft Windows Server

111.  NHOM 3: QUAN TRI THIET BI MANG (HARDWARE):
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11. Xir ly cac su cd thong dung trén may tinh (PC Troubleshooting)
> Doi twong:

— Hoc vién c6 kién thirc co ban vé tin hoc
- Nhirng nguoi yéu thich CNTT

» Muc tiéu:

Sau khi hoan thanh khoa hoc, hoc vién ¢6 du kha nang:

— Hiéu rd cac thanh phan cta hé diéu hanh Windows;

~ Hiéu thong s k¥ thuat ctia cac thanh phan phan cing mdy tinh;

~ Nam duoc cac budc lap rap, cai dat, sira chita may tinh va mang LAN;

~  Van hanh va bao tri cho hé thong may tinh ciia cic co quan cua don vi;

—  Néim dugc cac bude 1ép rap, cai dat, stra chita h¢ théng mang cua don vi.

» Thai gian: 24 gio
> Kién thirc dat dworc:

~ Khoa hoc cung cép kién thirc nén tang vé mdy tinh va hé théng mang may tinh;
Huéng din thiét ké va lip dit mot mang LAN co ban; Huéng dan cai dat phan
mém may tinh.

— Phan tich, danh gia duoc hién trang hé thong may tinh, 1ap ké hoach nang cap
hé théng mdy tinh.

- Khic phuc céc su cd phﬁn cung may tinh va mang ndi bd (két ndi mang noi bo,
chia sé dir liéu cho nhau, in tai liéu qua mang, ...) trong viéc quan ly hé thong
may tinh; Lap rap nang cip céc thiét bi phan ctng; Nhan dién, chan doan, sira
chira may tinh va céc thiét bi ngoai vi.

~ X 1y céc sy ¢ xay ra trong qua trinh trién khai bao tri (Sao luu, phuc hdi hé
diéu hanh, .. ); Tao ban ghost (sao luu) hé diéu hanh, bung ghost (phuc héi) hé
diéu hanh.

12. Thiét ké cai dit mang (Network Design & Installation)
> Doi twong:

— Hoc vién c6 kién thire co ban vé tin hoc
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Nhirng nguoi yéu thich CNTT

» Muc tiéu:

Sau khi hoan thanh khéa hoc, hoc vién c6 du kha nang:

Nim dugc co ban vé hé thong mang may tinh; Biét cach thu thap va phan tich

yéu cau trong thiét ké mang; Nam dugc phuong phap thiét ké mo hinh mang.

Nam dugc vé mo hinh mang va céc giao thirc co ban trong mang; Nam duoc

phuong phap phan doan mang va quy hoach dia chi IP cho mang.
Biét cach cdu hinh trén mét sb thiét bi phﬁn cung: router, switch,...

Biét cach thiét ké va cau hinh trén phdn mém mo phong GNS3; Biét cach két

nbi hé thong may 4o vao mé hinh mang mé phong trong GNS3.

» Thoi gian: 24 gio

> Kién thirc dat duwoc:

Pua ra phuong phép cu thé trong phan doan mang va quy hoach dia chi IP.

Pua ra phuong phap quy hoach va thiét ké mang LAN, WLAN theo mdt quy

trinh hoan chinh.

Str dung phan mém mo phong GNS3 trong thiét ké mang LAN, WLAN va cau

hinh trén céac thiét bi mang.
Céu hinh trén mot s6 thiét bi mang nhu: router, switch,. ..

Cung cép nén tang trong viéc thiét ké hé théng mang va cac dich vy béng cach

két n6i hé théng mang ao trong GNS3 va cac may ao trong VMWARE.

13. Network and Routing

> Doi twong:

Cong chuec, vién churc, cac don vi phu trach CNTT tai:

S Thong tin va Truyén thong
Trung tdm Cong nghé Thong tin va Truyén thong
Uy ban Nhan dan tinh

Van phong Tinh uy
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Céc S¢ ban nganh tinh

Uy ban Nhén dan huyén, thi x4, thanh phd

Phong Vian hoa Thong tin huyén, thi xa, thanh phé

Céc co quan Pang; T6 chire chinh tri - x4 hoi
» Muc tiéu:
— Cung cép cac kién thuc tong quat vé cach thire thiét ké mo hinh mang.
~ Cung cip cac kién thirc cdu hinh mot s6 thiét bi phan ctng router, switch

~ Cung cap cac kién thirc vé phan hoach, vach dudng cho cac goi tin trong hé

théng mang

~ Gi6i thiéu cac ky thuat dinh tuyén cin ban va giai phap trén nén thiét bi
CISCO.
~ Biét cach thiét ké va cu hinh trén phan mém mo phong GNS3
» Thoi gian: 24 gio
> Kién thirc dat duwoc:
~  Pua ra phuong phap cu thé trong phan doan mang va quy hoach dia chi IP.
~ Pua ra phuong phap thiét ké mang LAN, WLAN theo mét quy trinh hoan
chinh.
~ St dung phan mém mo phong GNS3 trong thiét ké mang LAN, WLAN va cau
hinh trén cac thiét bi mang.
~ Cung c4p nén tang trong viéc thiét ké hé théng mang va céc dich vu bang cach

két ndi hé thdng mang ao trong GNS3 va cac may 4o trong VMWARE.

Pé c6 thém thong tin chi tiét xin vui 1ong lién hé:

Trung tim Cong nghé Phin mém Pai hoc Can Tho (CUSC)

Ho va tén: Vo Minh Thuy

- Dién thoai: (0292) 373 1072 (ext 306) - Fax: (0292) 373 1071
- bia chi: 01 Ly Ty Trong, Q. Ninh Kiéu, TP. Cin Tho

- Di dong/Zalo: 0932.895.166

- Email: vmthuy@ctu.edu.vn
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